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Complexity is the Enemy of Security

• retroactively strengthening a weakly isolated primitive feels wrong  

• seccomp, namespaces, cgroups are complex Linux kernel subsystems 

• bugs in these subsystems lead to exploitable security problems
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Containers on a Microkernel
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namespaces on a Microkernel
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Evaluation

• implemented Oak, network, and storage services on L4Re microkernel 

• Linux baselines 

• processes: fastest option on Linux, weak isolation 

• runc containers: isolation based on seccomp, namespaces, cgroups 

• Kata containers + Firecracker: virtualization-based isolation 

• dual-socket Intel Xeon Platinum 8358 servers, 500 GiB DRAM, 10G ethernet
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Figure 3. Cumulative distribution function of the container startup latency when launching N containers in parallel.

� 
 �� �
 �� �
 ��
�#��� ������ ���!

�
�
�

��
�
�

����
��
�

��
��

$�
�"

��
��

��
�!

�

	��
��#%�� ���!!
 #��

Figure 4. Bandwidth for transmitting data over a 10GBit Ethernet
interface (using 1472 B UDP packets) as a function of the number
of parallel data streams.
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native L4Re applications. Compared to using an L4Linux VM [18]
that provides the respective features, native system services do not
come with the drawback of a large TCB shared by all compartments.

In addition to writing the compartment service described before,
we therefore implemented several components to provide a proto-
type execution environment to L4Re compartments. First, we built
a network stack to make the Oak service accessible remotely. To this
end, we ported the driver for Intel’s X540 NIC from the Ixy driver
framework [12] to L4Re.We furthermore designed and implemented
LUNA, a network service that multiplexes a NIC between multiple
applications and implements a simple UDP/IP stack. Second, we
created an in-memory !le system service called spafs. Spafs has read
and write support and implements directories.

Lastly, we enabled moe to run on multiple cores, avoiding expen-
sive cross-core IPC when interacting with it. However, the internals
of moe are still serialized, as they are protected by a single lock.

4 Security Evaluation
To substantiate our claim, that a container infrastructure based on a
microkernel is more secure compared to the Linux implementation,
we present a short comparison of the respective TCBs and a brief
vulnerability discussion based on selected, past CVEs.

4.1 Trusted Computing Base Comparison
The Linux kernel, a monolith, has a large code base, supporting a
multitude of system calls, submodules, and device drivers. Evenwith
a selective con!guration, Linux runs a lot of code in privilegedmode,
thus resulting in a large TCB. In contrast, the L4Re microkernel is
much smaller, only implementing basic mechanisms. Many func-
tionalities are outsourced to unprivileged userspace services. This
simplicity and modularity allows for the smaller, more manageable
TCB of Oak.

In general, the reduced kernel code size of microkernels makes
them amenable to formal veri!cation [21] as well as security certi!-
cation as [9]. Outside the kernel, microkernel-based systems bene!t
from the absence of an all-powerful root account, and capability-
based access control which encourages a system design following
the principle of least authority.

4.2 Vulnerability Study
The smaller TCB size and privilege-reduced components should
result in a better security posture. To demonstrate this point, we con-
ducted a study of existing vulnerabilities in container infrastructure
on Linux. In the following, we will discuss some sample vulnera-
bilities that highlight how amicrokernel approach can reduce the
attack surface of a container infrastructure.

Seccomp uses the Berkeley Packet Filter (BPF) [2] to !lter system
calls at kernel level to restrict the kernel interface available to con-
tainers. With BPF [23] being a code interpreter at kernel level and
seccomp using BPF to express its !lter rules, security issues arise
from "aws in either seccomp or the underlying BPF.

Oak does not require such !ltering mechanisms. Only interfaces,
forwhich capabilities are granted are visible to a container. Tobypass
this access control, the capability implementation itself would need
to be compromised, which is part of the microkernel. While imple-
mentation bugs in amicrokernelmay exist, due to little code running
in CPU privileged mode, we consider such a compromise unlikely.

Futhermore, the namespace isolation is also a possible source of
bugs. CVE-2018-18955 [1] describes a vulnerability, allowing priv-
ilege escalation via mishandling of nested user namespaces. In L4Re,
resource access is enforced by capabilities, so such an escalation can
only occur by compromising the capability system itself. Thus, such
a vulnerability is less likely to arise on L4Re.

Similarly, cgroupshavealsohadvulnerabilities.CVE-2022-0492[4]
describes an exploit, where a container can escalate privileges and
bypass namespace isolation due to a "aw in a cgroups feature. In
Oak, resource restrictions are implemented by resource contexts in
userspace components. As these components may exhibit similar
implementation "aws, resource restrictions may be equally circum-
ventable. However, such a compromise would only a#ect a single
resource andwould certainly not a#ect the kernel or inter-container
memory isolation.

5 Performance Evaluation
In the following, we compare the implementation of compartments
on L4Re with standard Linux solutions for containers from a perfor-
mance perspective. The microbenchmarks we use aim at creating
preliminary insights into the performance of compartments on L4Re.
As we want to focus on the bare virtualization mechanisms, we did
not deploy warm start optimizations such as provisioning of hot
standby containers with pre-initialized runtimes.

As a comparison for L4Re compartments, we measured Linux
stock processes, runC [17], and Kata Containers [14] with Fire-
cracker [6]. While standard Linux processes do not o#er the same
security properties as containers, they represent an optimal baseline
with respect to performance.

5.1 System Setup
All measurements presented in the following were done on two
identical dual-socket servers that are equipped with two Intel Xeon
Platinum 8358 CPUs and 500GiB of main memory each. For all
benchmarks,we disabled both hyperthreading (SMT) and temporary
overclocking (TurboBoost). We furthermore set the CPU’s pstate
con!guration to maximum performance mode. Additionally, the
servers both feature a 10Gbit (Intel 82599 / Intel X540) Ethernet NIC.

The results for benchmark setups runningonLinuxwere recorded
using kernel version 6.7.4, runC version 1.1.10, containerd version
1.7.9 and Kata version 3.3.0 with a small patch to enable themeasure-
ment of startup times in Firecracker.

5.2 Container Startup Latency
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Figure 2.Average startup latency of a single container as function
of the number of idle containers present in the system.
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Figure 3. Cumulative distribution function of the container startup latency when launching N containers in parallel.
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Figure 4. Bandwidth for transmitting data over a 10GBit Ethernet
interface (using 1472 B UDP packets) as a function of the number
of parallel data streams.
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Figure 3. Cumulative distribution function of the container startup latency when launching N containers in parallel.
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Figure 4. Bandwidth for transmitting data over a 10GBit Ethernet
interface (using 1472 B UDP packets) as a function of the number
of parallel data streams.

References
[1] NVD - CVE-2018-18955. h!ps://nvd.nist.gov/vuln/detail/CVE-2018-18955, 2018.

[Online; last accessed on April 10, 2024].
[2] Seccomp BPF (SECure COMPuting with !lters) — The Linux Kernel documenta-

tion. h!ps://www.kernel.org/doc/html/v4.18/userspace-api/seccomp_filter.html,
August 2018. [Online; accessed 18. Apr. 2024].

[3] New seccompmode aims to improve performance. h!ps://lore.kernel.org/linux-
security-module/c22a6c3cefc2412cad00ae14c1371711@huawei.com/t/, 2020.
[Online; last accessed on November 14, 2023].

[4] NVD - CVE-2022-0492. h!ps://nvd.nist.gov/vuln/detail/CVE-2022-0492, 2022.
[Online; last accessed on April 10, 2024].

[5] NVD - CVE-2022-30594. h!ps://nvd.nist.gov/vuln/detail/CVE-2022-30594, 2022.
[Online; last accessed on April 10, 2024].

[6] Alexandru Agache, Marc Brooker, Alexandra Iordache, Anthony Liguori, Rolf
Neugebauer, Phil Piwonka, and Diana-Maria Popa. Firecracker: Lightweight
virtualization for serverless applications. In Ranjita Bhagwan and George Porter,
editors, 17thUSENIX SymposiumonNetworked SystemsDesign and Implementation,
NSDI 2020, Santa Clara, CA, USA, February 25-27, 2020, pages 419–434. USENIX
Association, 2020.

[7] Anjali, Tyler Caraza-Harter, and Michael M. Swift. Blending containers and
virtual machines: a study of !recracker and gvisor. In Proceedings of the 16th ACM
SIGPLAN/SIGOPS International Conference on Virtual Execution Environments,
VEE ’20, page 101–113. Association for Computing Machinery, 2020.

[8] Gaurav Banga, Peter Druschel, and Je"rey C. Mogul. Resource containers: A new
facility for resource management in server systems. In Margo I. Seltzer and Paul J.
Leach, editors, Proceedings of the Third USENIX Symposium on Operating Systems
Design and Implementation (OSDI), New Orleans, Louisiana, USA, February 22-25,
1999, pages 45–58. USENIX Association, 1999.

[9] BSI. BSI-Schrift 7164: Liste der zugelassenen IT-Sicherheitsprodukte und -systeme.
h!ps://www.bsi.bund.de/SharedDocs/Zulassung/DE/Produkte/L4Re_Secure_
Separation_Kernel_VS_BSI-VSA-10624.html. [Online; last accessed on April 10,
2024; in German].

[10] Claudio Canella, MarioWerner, Daniel Gruss, and Michael Schwarz. Automating
seccomp !lter generation for linux applications. In Yinqian Zhang andMarten
van Dijk, editors, CCSW@CCS ’21: Proceedings of the 2021 on Cloud Computing
Security Workshop, Virtual Event, Republic of Korea, 15 November 2021, pages
139–151. ACM, 2021.

[11] Jack B. Dennis and Earl C. Van Horn. Programming semantics for multipro-
grammed computations. Commun. ACM, 9(3):143–155, 1966.

[12] Paul Emmerich, Maximilian Pudelko, Simon Bauer, Stefan Huber, Thomas Zwickl,
and Georg Carle. User space network drivers. In 2019 ACM/IEEE Symposium on
Architectures for Networking and Communications Systems, ANCS 2019, Cambridge,
United Kingdom, September 24-25, 2019, pages 1–12. IEEE, 2019.

[13] Wes Felter, Alexandre Ferreira, Ram Rajamony, and Juan Rubio. An updated
performance comparison of virtual machines and linux containers. In 2015 IEEE

International Symposium on Performance Analysis of Systems and Software, ISPASS
2015, Philadelphia, PA, USA, March 29-31, 2015, pages 171–172. IEEE Computer
Society, 2015.

[14] OpenInfra Foundation. Kata containers. h!ps://katacontainers.io/, 2024. [Online;
last accessed on April 18, 2024].

[15] Hermann Härtig, Michael Hohmuth, Jochen Liedtke, Sebastian Schönberg, and
Jean Wolter. The performance of 𝐿kernel-based systems. In Michel Banâtre,
Henry M. Levy, andWilliamM.Waite, editors, Proceedings of the Sixteenth ACM
Symposium on Operating System Principles, SOSP 1997, St. Malo, France, October
5-8, 1997, pages 66–77. ACM, 1997.

[16] Alexander Van’t Hof and Jason Nieh. Blackbox: A container security monitor
for protecting containers on untrusted operating systems. In Marcos K. Aguilera
and HakimWeatherspoon, editors, 16th USENIX Symposium on Operating Systems
Design and Implementation, OSDI 2022, Carlsbad, CA, USA, July 11-13, 2022, pages
683–700. USENIX Association, 2022.

[17] Open Container Initiative. Runc. h!ps://github.com/opencontainers/runc, 2024.
[Online; last accessed on April 19, 2024].

[18] Hermann Jork, L Frank, Mehnert Reuther, Martin Pohlack, and AlexanderWarg.
An i/o architecture for microkernel-based operating systems. September 2003.

[19] Peter Van Der Kamp and Robert N. M.Watson. Jails: con!ning the omnipotent
root. In Proceedings of the 2nd International SANE Conference, 2000.

[20] Taesoo Kim and Nickolai Zeldovich. Practical and e"ective sandboxing for
non-root users. In Andrew Birrell and Emin Gün Sirer, editors, 2013 USENIX
Annual Technical Conference, San Jose, CA, USA, June 26-28, 2013, pages 139–144.
USENIX Association, 2013.

[21] Gerwin Klein, Kevin Elphinstone, Gernot Heiser, June Andronick, David Cock,
Philip Derrin, Dhammika Elkaduwe, Kai Engelhardt, Rafal Kolanski, Michael
Norrish, Thomas Sewell, Harvey Tuch, and Simon Winwood. sel4: formal
veri!cation of an os kernel. In Proceedings of the ACM SIGOPS 22nd Symposium
on Operating Systems Principles, SOSP ’09, page 207–220, New York, NY, USA,
2009. Association for Computing Machinery.

[22] Filipe Manco, Costin Lupu, Florian Schmidt, Jose Mendes, Simon Kuenzer, Sumit
Sati, Kenichi Yasukata, Costin Raiciu, and FelipeHuici. MyVM is lighter (and safer)
than your container. In Proceedings of the 26th Symposium on Operating Systems
Principles, Shanghai, China, October 28-31, 2017, pages 218–233. ACM, 2017.

[23] Steven McCanne and Van Jacobson. The bsd packet !lter: A new architecture
for user-level packet capture. In USENIX winter, volume 46, pages 259–270, 1993.

[24] Prateek Sharma, LucasChaufournier, Prashant J. Shenoy, andY. C. Tay. Containers
and virtual machines at scale: A comparative study. In Proceedings of the 17th
International Middleware Conference, Trento, Italy, December 12 - 16, 2016, page 1.
ACM, 2016.

WoC ’24, December 2–6, 2024, Hong Kong, Hong Kong Till Miemietz, Viktor Reusch, Ma!hias Hille, Max Kurze, Adam Lackorzynksi, Michael Roitzsch, and Hermann Härtig

��� ��� ���
�

�
����

��� ��� ���

����

��� ��� ���

���	

��� ��� ���

����

��� ���

�����

��� ���

�����

��� ��


����	

�������!�

��
�

���#$�� ���!!
 #��
��"����
�	��

Figure 3. Cumulative distribution function of the container startup latency when launching N containers in parallel.
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Figure 4. Bandwidth for transmitting data over a 10GBit Ethernet
interface (using 1472 B UDP packets) as a function of the number
of parallel data streams.
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Figure 3. Cumulative distribution function of the container startup latency when launching N containers in parallel.
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Figure 4. Bandwidth for transmitting data over a 10GBit Ethernet
interface (using 1472 B UDP packets) as a function of the number
of parallel data streams.
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Summary

Oak implements secure container isolation for trustworthy clouds 

• Linux processes need additional restriction to provide container isolation 

• mechanisms have shown security vulnerabilities 

• microkernels fully isolate processes by default 

• Oak: secure containers on a microkernel-based system 

• competitive performance for network IO and container startup
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